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DESCRIPTION 

CONTENT RELAY SERVER, CONTENT RELAY SYSTEM, CONTENT 
RELAY METHOD, AND PROGRAM USING THE SAME 

5 Technical Field 

The present invention relates to a content relay server that 
relays contents for transmitting and receiving the contents via a 
connnnunication network such as the Internet, and a content relay 
system for transmitting and receiving the contents via the content 
10 relay server. 

Background Art 

A conventional system for transmitting contents via the 
Internet, as shown in FIG. 1, has been suggested. The contents 

15 include text messages, still Images and moving images, and they 
can be transmitted respectively In the form of files of text, JPEG and 
MPEG-4 formats attached to emails. 

For example, Japanese Lald-Open Patent Application 
Publication No. 2000-261493 describes the invention concerning the 

20 above-mentioned system. 

In FIG. 1, the content relay server 61 is a server that receives 
contents attached to emails and transfers them to a content 
receiving apparatus, a content transmitting 62 is a apparatus that 
transmits contents, and content storage apparatuses 63 are 

25 apparatuses that receive contents transmitted from the content 
relay server 61 and store them in their internal hard disk drives. 

To be more specific, the content transmitting apparatus 62 is 
a personal computer that is capable of transmitting emails attached 
with files, and the content storage apparatus 63 is a facsimile 

30 machine that is capable of receiving emails attached with JPEG files 
or a personal computer that Is capable of receiving emails and 
reproducing JPEG and MPEG-4 files. 
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An email account for each of the content storage apparatuses 
63 is registered with the content relay server 61 so as to authorize 
them to receive emails addressed to them, and the content relay 
server 61 stores the content information of the content storage 
5 apparatus 63 that corresponds to each account- The content 
information is stored as a content information management table in 
which the formats and the maximum sizes of contents which can be 
transferred to respective content storage apparatuses are recorded. 
Upon receipt of an email attached with a file addressed to a 
10 content storage apparatus 63, the content relay server 61 
determines whether or not the attached file is a JPEG-format file, 
and further determines whether or not it is lOOkB or less in file size. 
In the case where the attached file satisfies these two conditions, 
the content relay server 61 transfers the received JPEG file to the 
15 content storage apparatus 63 - 

In the case where the file does not satisfy both conditions, the 
content relay server 61 converts It into a file of a content which can 
be received in the content storage apparatus 63, and transfers the 
converted one to the content storage apparatus 63. For example, if 
20 the attached JPEG file is 200lcB in file size, the content relay server 
61 reduces the file size by reducing the number of pixels of the file 
or further compressing it, and then transfers it to the content 
storage apparatus 63. 

However, according to the above-mentioned conventional 
25 configuration, as the email clients who access the content relay 
server increases in number, the load of converting contents is 
increasingly placed on the content relay server. 

The present invention has been conceived in view of the 
above problem, and a first object of the present invention Is to 
30 provide a content relay server and a content relay system which 
need no conversion of contents. 

There is another problem. While the content relay server. 
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which has received a content, is converti ng the content, a user of a 
content storage apparatus is not informed of the arrival of the 
content. Therefore, the user has to wait for the arrlvai of the 
content impatiently, and further it is too much of a bother for the 
5 user to Inquire the source of the content about whether or not the 
content has already been transmitted, or to do something like that. 

The present invention has also been conceived in view of the 
above problem, and a second object of the present invention is to 
provide a content relay server and a content relay system which 
10 allow the users of the content storage apparatus to obtain contents 
without impatience. 

In addition, a third object of thie present invention is to 
provide a content relay server and a content relay system that can 
respond flexibly to the change in content information from the 
15 content source. 

There is still another problem. Thiere Is a possibility that the 
content relay server may respond to emails transmitted from 
malicious third parties. In other words, there is a possibility that a 
lot of spam mails are transmitted from such malicious third parties, 
20 which is objectionable from the viewpoint of security. 

So a fourth object of the present invention is to provide a 
content relay server and a content relay system that can provide 
notice to a user who is to receive a content that the content has been 
rejected, while ensuring the security. 

25 

Disclosure of Invention 

In order to solve the above problems, the content relay server 
according to the present invention is a content relay server that 
relays for relaying a content between a content source apparatus 
30 and a content destination apparatus, the content relay server 
including: an information storing unit operable to store 
identification information of the content destination apparatus and 
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content information about a content that can be received by the 
content destination apparatus, the id entification Information and 
content information being associated with each other, and operable 
to store source Information about the content source apparatus and 

5 destination information about the content destination apparatus; a 
content receiving unit operable to receive, from the content source 
apparatus, identification information of the content destination 
apparatus, a content associated with ttie identification information, 
and source information about the content source apparatus; a 

10 transfer judging unit operable to exztract, from the information 
storing unit, content Information associated with the received 
identification information of the content destination apparatus, and 
judge, based on the content infornnation, whether or not the 
received content can be received by the content destination 

15 apparatus; a content transferring unit operable to transfer the 
received content to the content destin ation apparatus identified by 
the identification information when the transfer judging unit judges 
that the content can be received; and a transfer rejection notifying 
unit operable to provide notice of a tra nsfer rejection to the content 

20 source apparatus based on the source information when the transfer 
judging unit judges that the content cannot be received. 

According to the above configuration, the content relay server 
only judges whether or not a content can be received, while the load 
of converting the content Is placed on the content source appai-atus. 

25 Therefore, it becomes possible to elinninate such load of converting 
contents from the content relay serve r. 

It is also possible that the above content relay server Includes 
an arrival advance notifying unit operable to provide advance notice 
to the content destination apparatus based on destination 

30 information when the transfer judging unit judges that the content 
cannot be received, the advance notice indicating that the content 
has arrived at the content relay server but cannot be transferred to 
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the content destination apparatus. 

According to tJie above configuration, even wlien a content 
thiat cannot be received has been transmitted to the content relay 
server, a user is known that the content has arrived at least at the 

5 content relay server. Therefore, it becomes possi ble for the user to 
feel at ease while waiting for the converted content. 

It is preferable that, in the above content relay server, the 
information storing unit stores rejection information for rejecting a 
reception of a content transmitted from a specific source, and that 

10 the content relay server further includes a reception rejecting unit 
operable to judge whether or not the source information transmitted 
from the content source apparatus is included in the rejection 
information, and reject a reception of the content and provide notice 
of the reception rejection to the content source apparatus when the 

15 source Information is Included. 

According to the above configuration, even if a malicious third 
party transmits a lot of contents, the content relay server rejects 
receipt of them. Therefore, it becomes possible to maintain the 
security of users. 

20 It is also possible to solve the above problems by a content 

relay system for transmitting and receiving a content via a content 
relay server, the content relay system including: a content 
transmitting apparatus having unique identification information and 
being operable to transmit a content; a message displaying 

25 apparatus which is given an address associated with the content 
transmitting apparatus; a content storing apparatus operable to 
store a content; and the above-mentioned content relay server. 

Accordingly, It becomes possible to bring about the 
above-mentioned effects. 

30 The above content relay system may Include a destination 

displaying apparatus operable to receive advance notice of a content 
arrival and display a message indicating the advance notice. 
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It Is also possible that the above content storing a pparatus 
further includes a content Information update requesting unit 
operable to provide notice of a change in the content Information to 
the content relay server when the content information a bout the 
5 content that can be received has been changed, and the content 
relay server further includes an Information updating unit operable 
to update the content information stored in the information storing 
unit upon request from the content Information update requesting 
unit. 

10 Accordingly, It becomes possible to respond flexibly to the 

change in performance specifications or the like of th& content 
destination. 

Note that not only Is It possible to embody the present 
Invention as a variety of content relay servers and content relay 
15 systems, but also as a variety of content relay methods that Include, 
as steps, the characteristic units Included in such servers and 
systems, and as programs that cause a computer to execute these 
steps. 

It should also be noted that such programs can be di stributed 
20 on a recording medium such as a CD-ROI^ (Compact Disc-F5.ead Only 
Memory) and via a transmission medium such as the Internet. 

As further information about technical background to this 
application, the disclosure of Japanese Patent Application No. 
2004-100996 filed on March 30, 2004 including specification, 
25 drawings and claims Is incorporated herein by referen ce In Its 
entirety. 

Brief Description of Drawings 

These and other objects, advantages and features of the 
30 invention will become apparent from the following description 
thereof taken in conjunction with the accompanying drawings that 
illustrate a specific embodiment of the invention. In the CDrawlngs: 
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FIG. 1 is a schematic diagram sliowing a configuration of a 
conventional content relay system; 

FIG. 2 is a schematic diagram showing a configuration of a 
content relay system according to the present invention; 
5 FIG. 3 is a block diagram showing a configuration of a content 

relay server; 

FIG. 4 is a sequence diagram showing a flow of information in 
the content relay server in the case where a received content can be 
transferred; 

10 FIG. 5 is a flowchart showing the operations of the content 

relay server forjudging whether or not a content can be transferred; 

FIG. 6 is a sequence diagram showing a flow of information in 
the content relay server In the case where a received content cannot 
be transferred; 

15 FIG. 7 is a diagram showing a table in which various types of 

data are associated with each other and stored; 

FIG. 8 is a diagram showing a table in which other types of 
data are associated with each other and stored; 

FIG. 9 is a schematic diagram showing a configuration of 
20 another content relay system according to the present invention; 

FIG. 10 is a sequence diagram showing a flow of information 
in the another content relay system; and 

FIG. 11 is a schematic diagram showing the case where a 
content is transmitted from a malicious third party. 

25 

Best Mode for Carrying Out the Invention 

The embodiments of the present invention are described 
below by referring to the drawings. 

(First Embodiment) 
30 FIG. 2 is a schematic diagram showing a configuration of a 

content relay system. 

The content relay system is a system for transmitti ng and 
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receiving contents in the form of files by attaching them to emails. 
The content relay system includes a content relay server 11, content 
storage apparatuses 12, a content transmitting apparatus 14, a 
message display apparatus 15, and a destination display apparatus 
16. 

The content relay server 11 relays the contents transmitted in 
the form of files attached to an email to the addressed content 
storage apparatuses 12 respectively. As shown in FIG. 3, the 
content relay server 11 includes an information memory 201 that is 
an information storing unit, a content receiving unit 202, transfer 
judgment unit 203, a content transfer unit 204, and a transfer 
rejection notification unit 205, an arrival advance notification unit 
206 and an information update unit 207. 

The information memory 201 is a nonvolatile memory suchi as 
a hard disk drive that stores identification information and content 
information which are associated with each other. The 
identification information is information for identifying each content 
storage apparatus 12, and the content information is Informatiion 
concerning a content that can be received by each content storage 
apparatus 12. 

The content receiving unit 202 receives the content, the 
source information and the identification information of the content 
storage apparatus 12 which are transmitted from the content 
transmitting apparatus 14. 

The transfer judgment unit 203 extracts, from the information 
memory 201, the content information associated with the recei>/ed 
identification Information, and judges, based on the contient 
Information, whether or not the content storage apparatus 12 can 
receive the received content. 

When it is judged that the content storage apparatus 12 can 
receive the content, the content transfer unit 204 transfers the 
content to the content storage apparatus 12 identified by the 
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identification information. 

When it is judged that the content storage apparatus 12 
cannot receive the content, the transfer rejection notification unit 
205 provides notice of transfer rejection to the content source based 
5 on the source information. 

The content storage apparatus 12 is, for example, a video 
recorder which Is equipped with an Ethernet® Interface and placed 
in a house. 

The content transmitting apparatus 14 Is a personal computer 
10 or a mobile terminal that is capable of transmitting emails. 

The message display apparatus 15 and the destination display 
unit 16 are mobile terminals or the like that are capable of receiving 
emails. 

FIG. 4 Is a sequence diagram showing commu nicatlon 
15 processes In the case where the content transmitting apparatus 14 
transmits a content that can be received and handled by the content 
storage apparatus 12. 

First, the content storage apparatus 12 notifies the content 
relay server 11 of the content information, namely, the file format 
20 and file size of the content that can be received by the content 
storage apparatus 12, and at the same time, transnnits the 
identification information and the destination information (S301). 
The file format is notified as a message type to be described later. 
The content relay server 11 stores the content information 
25 and the like received from the content storage apparatus 12 into the 
information memory 201 (S302). 

Next, the content transmitting apparatus 14 transmits the 
email attached with a still image of JPEG file format to the content 
relay server 11 (S303). This email also Includes the identilfication 
30 information of the content storage apparatus 12 that is a content 
destination. 

The content relay server 11 judges whether or not the file 
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which is attached to the email in the manner to be described later, 
namely, the content, can be transferred to the content storage 
apparatus 12 (S304). 

When judging that the content can be transferred to the 
content storage apparatus 12, the content relay server 11 transmits 
a content arrival notice to be described later to the content storage 
apparatus 12 (S305). 

In response to the content arrival notice, the content storage 
app^aratus 12 transmits a content request to the content relay server 
11 (S306). 

In response to the content request, the content relay server 
11 transmits the content to the content storage apparatus 12 
(S307). 

The content storage apparatus 12 stores the content received 
from the content relay server 11 into the storage unit (S308). 

FIG. 5 is a flowchart showing the operations of the content 
relay server 11 forjudging whether or not the transfer of the content 
is to be rejected. 

First, the content relay server 11 identifies, based on the 
identification information included in the received email, the content 
storage apparatus 12 as an apparatus to which the content is to be 
transferred (S401). 

Next, the content relay server 11 extracts the content 
information of the identified content storage apparatus 12 from the 
information memory 201 (S402). 

Next, the content relay server 11 determines, based on the 
content information, whether or not the attached file is a JPEG file 
(S403) and whether or not the file size is lOOkB or less (S404), and 
when both conditions are satisfied, it judges that the content can be 
transferred and creates transfer permission information (S405). 
On the other hand, when at least one of the conditions is not 
satisfied, it creates transfer rejection information (S406). 
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FIG. 6 is a sequence diagram sliowing communication 
processes in tlie case where the content transmitting apparatus 14 
has transmitted a content that cannot be received and handled by 
the content storage apparatus. 

First, the message display apparatus 15 registers the source 
information with the content relay server 11 (S501). A well-known 
art such as HTTP Protocol can be used as the registration procedure. 

The content storage apparatus 12 transmits the content 
information to the content relay server 11, which stores the received 
information Into the memory (S301 and S302). 

The content transmitting apparatus 14 transmits an email 
attached with a music content of MPS format to the content relay 
server 11 (S303). 

The content relay server 11 judges based on the 
above-mentioned procedure whether or not the content can be 
transferred to the content storage apparatus (S304). It Is judged 
that the content cannot be transferred if it is a content of MPS format, 
so the transfer rejection notification unit 205 transmits the transfer 
rejection information according to the previously stored source 
information (S502). 

Upon receipt of the transfer rejection information, the user 
converts the content into another format/size of content that can be 
received by the content storage apparatus (S503). Then, the 
content transmitting apparatus 14 retransmits the converted 
content to the content relay server 11 (S504). 

On the other hand, the arrival advance notification unit 206 
provides advance notice of content arrival to the destination display 
apparatus 16 (S505). 

The user of the content storage apparatus 12, who received 
this advance notice, can wait for the arrival of the content without 
impatience. 

When it is judged that the content can be transferred to the 
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content storage apparatus 12, the content relay server 11 provides 
notice of content arrival to the content storage apparatus 12 (305). 
Upon receipt of the content arrival notice, the content storage 
apparatus 12 transmits a content request to the content relay server 
5 11 (S306). Upon receipt of the content request, the content relay 
server 11 transmits the content to the content storage apparatus 12 

(5307) . The content storage apparatus 12 stores the content 
received from the content relay server 11 Into the storage unit 

(5308) . 

10 FIG. 7 is a diagram showing. In tabular form, the content 

information and the like stored in the information memory 201. 

The types of contents that can be received and handled by 
each content storage apparatus 12 are previously defined as 
message types as shown In FIG. 7. 
15 The table shows the conditions for each type of content, under 

which each content storage apparatus can receive the content. In 
more detail, a message type 0001 shows the conditions of a text file 
only and the file size of lOlcB or less. 

A message type 0002 shows the conditions of a JPEG file or a 
20 combination of a JPEG file and a text file and lOOkB or less in JPEG 
file size and lOkB or less in text file size respectively. 

A message type 0003 shows the conditions of an r>^PEG-4 file 
only and the file size of 5MQ or less. 

When the file attached to the received email satisfies the 
25 conditions as shown in each message type, the content relay server 
11 provides notice of content arrival to the content storage 
apparatus 12 (S305). When the file does not satisfy the conditions, 
the content relay server 11 provides notice of transfer rejection 
according to the source Information transmitted from the message 
30 display apparatus 15 (S502). 

The content storage apparatus 12 notifies the content relay 
server 11 of, as content inforrnation, a message type that defines 
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contents that the content storage apparatus 12 itself can receive. 
The content storage apparatus 12 also notifies the content relay 
server of the Identification infornnatlon including the apparatus ID 
which is preset in itself. The content relay server 11 stores the 
5 correspondence between the identification infornnation and the 
message types into the information memory 201. The 
identification information includes email accounts for transmitting 
contents. 

FIG. 8 is a diagram showing, in tabular form, other 

10 information stored in the information memory 201. 

Upon receipt of an email, the content relay server 11 
identifies a content storage apparatus 12 that corresponds to the 
identification information stored in the information memory 201, 
and compares the message type of the identified content storage 

15 apparatus 12 with the file attached to the email. 

In the case where the message type is 0001, when the file 
attached to the email Is a text file and the size of the text file is lOkB 
or less, the content relay server 11 provides notice of content arrival 
to the content storage apparatus 12 (S305). When the attached 

20 file does not satisfy these conditions, the content relay server 11 
provides notice of transfer rejection to the message display 
apparatus according to the destination information (S502). 

In the case where the message type is 0002, when a JPEG file 
only or two files of a JPEG file and a text file are attached to the 

25 e-mail and the file sizes of these files satisfy the conditions 
respectively, the content relay server 11 provides notice of content 
arrival to the content storage apparatus 12 (S305). When the 
file(s) attached to the email does not satisfy the conditions, the 
content relay server 11 provides notice of transfer rejection to the 

30 message display apparatus according to the destination information 
(S502). 

In the case where the message type is 0003, when the file 
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attached to the email is an MPEG-4 file and the size of the file is 5MB 
or (ess, the content relay server 11 provides notice of content arrival 
to the content storage apparatus 12 (S305). When the attached 
file does not satisfy the conditions, the content relay server 11 
5 provides notice of transfer rejection to the message display 
apparatus according to the content destination information (S502). 

As described above, according to the present embodiment, in 
the case where a content that cannot be received and handled by a 
content storage apparatus is transmitted, the content relay server 
10 notifies the source of the content that the content cannot be 
transferred, and the content source apparatus converts the content 
into another format/size of content that can be handled by the 
content storage apparatus. Therefore, no load for converting the 
content is put on the content relay server- 
is In addition, since the content relay server provides notice to 
a user that a content could not be transferred to a content 
destination apparatus, the user of the content destination apparatus 
can wait for the arrival of the content without impatience. 

20 (Second Embodiment) 

FIG. 9 Is a schematic diagram showing a configuration of a 
content relay system according to another embodiment of the 
present invention. In this content relay system, the content 
storage apparatus 12, the content reproduction apparatus 13 and 
25 the content transmitting apparatus 14 are connected to the content 
relay server 11 via the Internet. 

The content storage apparatus 12 is a video recorder which is 
placed In a house and equipped with an Ethernet® interface, and 
includes an information update request unit 121 that is capable of 
30 notifying of change In content information when a content that can 
be received is changed. 

The content reproduction apparatus 13 is a television 
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apparatus which is equipped with an Ethernet® interface and is 
capable of displaying contents of images, characters and the like. 
In other words, it is an apparatus that is capable of displaying 
contents stored in the content storage apparatus 12 via the 
5 Ethernet®. 

The content transmitting apparatus 14 Is a personal computer, 
a mobile terminal or the like that is capable of transmitting emails. 

FIG. 10 is a sequence diagram showing a communication 
processes for relaying contents. 

10 First, the content reproduction apparatus 13 notifies the 

content storage apparatus 12 of information of a content that can be 
reproduced. To be more specific, the file format and the maximum 
file size of the content are notified (S901). The information update 
request unit 121 in the content storage apparatus 12 judges 

15 whether or not the content that can be stored or reproduced by the 
content storage apparatus 12 itself or the content reproduction 
apparatus 13 has been changed in its format/size (S902). When 
the content has not been changed (NO in S902), the content 
information and the like are not transmitted to the content relay 

20 server 11. When the content has been changed (YES in S902), the 
content storage apparatus 12 transmits, to the content relay server 
11, the content information indicating that the content reproduction 
apparatus 13 can reproduce a JPEG file of lOOkB or less in file size 
(S301). The file format and the like are notified as a message type. 

25 The information update unit 207 in the content relay server 

11 obtains the content information and updates the information 
stored in the information memory 201. The content relay server 11 
stores the content information received from the content storage 
apparatus 12 into the information memory 201 (S302). 

30 The content transmitting apparatus 14 transmits an email 

attached with a still image of JPEG file format to the content relay 
server 11 (S303). 



- 15 - 



wo 2005/099200 



PCT/JP2005/002666 



In the content relay server 11, the identification information 
and the destination information which are associated with the 
content storage apparatus 12 are previously stored. 

The content relay server 11 judges, according to the following 
5 procedure, whether or not the file attached to the email, namely, a 
content, can be transferred to the content storage apparatus 12. 
First, the content relay server 11 identifies, based on the 
identification information included in the received email, the content 
storage apparatus 12 as an apparatus to which the content should 
10 be transferred (S401). Then, It extracts the content information of 
the content storage apparatus 12 from the information memory 201 

(5402) . The content relay server 11 determines, based on the 
content information, whether or not the attached file is a JPEG file 

(5403) and whether or not the file size is lOOkB or less (S404), and 
15 when the content satisfies both conditions, it judges that the 

content can be transferred. 

When judging that the content can be transferred to the 
content storage apparatus 12, the content relay server 11 provides 
notice of content arrival to the content storage apparatus 12 (S305). 
20 In response to the notice of content arrival, the content 

storage apparatus 12 transmits a content request to the content 
relay server 11 (S306). 

In response to the content request, the content relay server 

11 transmits a JPEG file to the content storage apparatus 12 (S307). 
25 The content storage apparatus 12 stores the content received 

from the content relay server 11 into the storage unit (S308). 

The content storage apparatus 12 provides notice of content 
arrival to the content reproduction apparatus 13 (S903). 

In response to the notice of content arrival, the content 
30 reproduction apparatus 13 requests the content storage apparatus 

12 for the content (S904). 

In response to the content request, the content storage 
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apparatus 12 transmits the content to the content reproduction 
apparatus 13 (S905). 

The content reproduction apparatus 13 reproduces the 
content and displays the still image (S906). 
5 Note that in the case where the content relay server 11 judges 

that the received content cannot be transferred to the content 
storage apparatus 12, it transmits a transfer rejection notice to a 
predetermined email address. In response to the transfer rejection 
notice, the user who transmitted the content can convert the 
10 content into another format/size of content that can be reproduced 
by the content reproduction apparatus, and transmit the converted 
content again to the content relay server 11 using the content 
transmitting apparatus 14. 

In addition, as shown In FIG. 11, in the case where rejection 
15 Information 20 Includes the source Information of a content 
transmitting apparatus 14, namely, the source which transmitted a 
content to the content relay server 11, the reception rejection unit 
209 of the content relay server 11 rejects reception of the content 
and provides notice of reception rejection to the content source 
20 apparatus according to the source information. 

As described above, according to the present embodiment, 
information of a content that can be reproduced is previously stored 
In a content relay server, and only the content Information Is 
updated without changing identification information, even if the 
25 content infornnatlon Is changed. Therefore, it becomes possible to 
change or replace a content storage apparatus or a content 
reproduction apparatus without restraint. 

In addition, since an email from a malicious third party Is 
rejected by the reception rejection unit. It Is possible to Improve the 
30 security. 

Although only some exemplary embodiments of this invention 
have been described In detail above, those skilled in the art will 
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readily appreciate that many modifications are possible in the 
exemplary embodiments without materially departing from the 
novel teachings and advantages of this invention. Accordingly, all 
such modifications are intended to be included within the scope of 
5 this invention. 



Industrial Applicability 

The present invention can be applied to a content relay 
system for relaying contents from a content transmitting apparatus 

10 such as a personal computer and a cell phone to a video recorder 
and a television apparatus, and a content relay server or the like to 
be used for the system. Particularly, it can be applied to a content 
relay system for transmitting and receiving contents of file format 
attached to emails or the like, and a content relay server or the like 

15 to be used for the system. 



-18- 



